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The discovery of the crime and the determination of the circumstances of its
commission and its attribution to a specific person is based mainly on the
evidence presented before the judiciary, which forms the foundation upon which
the judge builds their personal conviction in an effort to reach the degree of legal
certainty. And if this goal is mostly achieved through reliance on traditional
evidence of material or testimonial nature, the matter is completely different
when dealing with modern digital evidence, due to its technical specificity and
fragility that make it prone to tampering, concealment, or alteration.
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The importance of digital evidence has emerged in a special way in light of the
information revolution, as in many cases it has become the only means to prove
the crime and its perpetrator. However, relying on this type of evidence raises
legal and technically highly precise problems, especially those related to the way
it is collected, presented, and evaluated in accordance with the legally
established procedural rules, and ensuring its validity before the judiciary
without violating individuals’ constitutional rights, foremost among them the
right to privacy and the protection of personal data.

Hence, dealing with digital evidence within the framework of criminal proof

requires reconciling between the requirements of criminal justice—which
impose revealing the truth and pursuing offenders—and the necessity of
respecting the legal guarantees that protect the individual from abuse and
violations, which necessitates its accurate and balanced legal regulation that
takes into account the technical specificity of this evidence and establishes its
probative value in an effective and fair manner at the same time.
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